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Abstract. Reversible data hiding (abbreviated as RDH), also called as lossless or erasable
data hiding, has experienced more than 20 years of development, from a capacity of only
hundreds of bits to a capacity of exceeding 1 bpp (bit per pixel), from traditional spatial domain to compressed domain (e.g., vector quantization, joint photographic experts
group), from natural images to encrypted images, from images to videos or audios, from
fragile authentication to semi-fragile (or robust) RDH, etc.. During these two decades,
a considerable amount of attention has been devoted to study RDH, and more and more
papers in various research branches of RDH have been published. In this paper, we will
give a detailed introduction on RDH from the following five aspects: 1) RDH in the traditional spatial domain; 2) RDH in the compressed domain; 3) RDH for encrypted images;
4) semi-fragile authentication RDH; 5) video and audio RDH.
Keywords: RDH, High capacity, Image encryption, Image recovery, Video RDH, Audio RDH, RDH in the spatial domain, RDH the compressed domain, RDH for encrypted
images, Semi-fragile authentication, Robust

1. Introduction. Data hiding is a technique that hides data imperceptibly into a cover
carrier, and enables the hidden data to be extracted from the stego carrier for various
purposes such as copyright protection, image authentication. However, most data hiding
algorithms cause permanent distortion to the cover carrier when embedding data, and
hence cannot ensure lossless recovery of the original carrier. Such permanent distortion is
unacceptable for some quality sensitive applications, such as medical imaging, where the
complete recovery of the original carrier is required. Reversible data hiding (RDH) is exactly the technique that can solve this problem because it has the advantage of accurately
retrieving the original carrier even after the hidden data is correctly extracted [1].
RDH was firstly proposed by Barton in a US patent [2] in 1997 for image authentication. Since Barton performed lossless compression to leave space for accommodating the
authentication information, the obtained capacity was relatively low. For a long time after
the patent, lossless image compression algorithms had been used in early RDH methods to
vacate space for embedding data [3–6]. Until the publication of Tian’s method [7, 8], the
embedding capacity reaching close to 0.5 bpp (bit per pixel) was achieved. Tian proposed
difference expansion (DE) to embed one bit of data into two adjacent pixels (i.e., a pixel
pair). In 2004, Alattar proposed a generalized integer transform (GIT) to extend DE
from two adjacent pixels to n consecutive pixels (n > 2) [9]. As a result, the maximum
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embedding capacity was increased from 0.5 bpp to 1 − 1/n bpp. Considering that a large
distortion must occur when expanding a large difference using DE, Zhang et al. proposed
a histogram shifting (HS)-based RDH method in 2003 [10]. HS conceals one bit of data
into the peak pixel having the largest occurrence frequency while shifting other pixels by
1 for reversibility. HS can produce a relatively high visual quality (≥ 48.13 dB) because
it modifies slightly pixels to embed data into an image. However, the embedding capacity
is low and limited by the peak height. For Tian’s method and Alattar’s method, from the
perspective of prediction, the difference is generated by simply predicting each pixel using
its adjacent pixel, and thus, the difference histogram is not sharp. In 2007, Thodi et al.
introduced the median edge detector (MED [11]) into RDH to predict each pixel using its
three neighbors such that a sharp prediction error histogram (PEH) was obtained [12].
The DE, HS, prediction error expansion (PEE) and integer transform (IT) are the four
fundamental works of RDH, and various skills have been introduced into these works to
improve the performance [13–17].
Compared with uncompressed images, the compressed images that require less storage
space and transmission time are widely used in our life. In addition to hiding data into
an uncompressed image by modifying pixel values, the compressed domain RDH methods
(another branch of RDH) have already been explored to change the coefficients of the
compressed codes for embedding data. Correspondingly, many related RDH methods in
various compression formats have bee proposed, such as VQ [18–25], JPEG [26–41], and
AMBTC (Absolute Moment Block Truncation Coding) [42–48]. Note that the compressed
domain RDH methods cannot offer the same embedding capacity as the spatial domain
RDH methods because the redundancy of a compressed image is considerably eliminated.
For reducing the calculation burden and saving storage space on user client, a large
number of personal data are stored or processed on the cloud storage platform. However,
the content owner might not want other person, e.g., cloud server (data hider), to know
the principal image contents before embedding data. Therefore, the content owner has to
encrypt image contents before sending them to data hider, and then, data hider embeds
data into encrypted images for privacy protection. The adopted data hiding method
capable of retrieving exactly the original image content after decryption is called RDH
in encrypted images (RDHEI). RDHEI has been extensively studied in recent years, and
many works about RDHEI have bee proposed [49–62].
Most of RDH methods are fragile, in which the hidden data cannot be recovered completely even if the stego image suffers very slight degradation (e.g., JPEG compression or
noise addition). De Vleeschouwer et al.’s histogram rotation (HR) has been deemed to be
the first robust (or semi-fragile) RDH against high-quality JPEG compression [63, 64].
Afterwards, some robust RDH methods have been proposed to achieve good robustness [65–72].
A digital image is often used as a message carrier in many data hiding techniques. The
halftone image is a special kind of image, which is generated by converting a continuoustone image (e.g., an 8-bit grayscale image) into a two-tone image (e.g., a binary image).
The research on RDH for halftone images has been carried out in recent years [73–75].
Besides images, other existing digital media such as audio, video can also be served as
the carrier. Some investigations on video/audio RDH have been conducted to improve
the embedding performance, and many related papers have been proposed [76–89].
After having the basic concepts and main research branches of RDH, the rest of the
paper is organized as follows. A summary of existing spatial domain RDH methods is
presented and analyzed in Section 2. In the next section, a comprehensive introduction for
the compressed domain RDH methods is given. Besides JPEG, both VQ and AMBTC are
combined into this section. Section 4 describes three main branches of RDHEI. Section 5
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introduces the robust (or semi-fragile) RDH. In Section 6, besides images, RDH can be
used to video or audio RDH. Section 7 summarizes the results of this investigation.
2. RDH in spatial domain. RDH in the spatial domain has been developed greatly
since it originally appeared in Barton’s patent. According to whether the optimal selection
strategy is used to preferentially select the pixels located in smooth regions or not, the
RDH methods in the spatial domain are partitioned into two main types: high-capacity
RDH and high fidelity RDH. We will introduce these two types separately in the following
two subsections.
2.1. High-capacity RDH. The early RDH methods, including lossless compression,
DE, HS, IT, and PEE, are categorized into the 1st type. This is because these methods
processed indifferently the pixels located in the smooth and complex regions. Next, we
will introduce these methods one by one.
2.1.1. DE. DE refers to the embedding process summarized in Eq. (1), in which the
difference d between two adjacent pixels x and y is doubled such that the LSB (Least
Significant Bit) of d0 is vacated for embedding 1-bit data, where d0 is the stego value of d.
d 0 = d × 2 + b1 ,

(1)

where b1 is one bit of data to be embedded.
The average value h of x and y remains unaltered before and after data embedding, i.e.,
h = b(x0 + y 0 )/2c = b(x + y)/2c, such that the reversibility is effectively ensured, where
x0 and y 0 are the stego pixels of x and y, respectively, and they are obtained by the inverse
transform of the Haar IT in Eq. (2).
 0 
x0 = h +  d 2+1
 ,
d0
0
y =h− 2 .

(2)

In Tian’s method, some stego pixels (e.g., x0 or y 0 ) may exceed the pixel value range
(e.g., [0,255] for an 8-bit grayscale image), and thus, for reversibility, their corresponding
original pixels must be excluded from embedding data. To identify these unused pixels
during data extraction, a location map that is a binary matrix needs to be created to
record their locations. For blind data extraction and image recovery, this map is embedded
along with the payload into the cover image. Usually, to save embedding space, it must
be compressed losslessly before embedding. However, the compressed map still occupies
a large portion of the embedding space.
2.1.2. Alattar’s method. The GIT defined in Eq. (3 is applied to n pixels of an image
block to create n − 1 difference values (v1 , v2 , · · · , vn−1 ) and one average value v0 . The
average value v0 is used to maintain reversibility while each of n − 1 difference values is
expanded to carry one bit of data.


n
v0 = x1 +x2 +···+x
,
n
ṽ1 = 2(x2 − x1 ) + b1 = 2v1 + b1 ,
ṽ2 = 2(x3 − x1 ) + b2 = 2v2 + b2 ,
..
.
ṽn−1 = 2(xn − x1 ) + bn−1 = 2vn + bn−1 .
where x1 , x2 , · · · , xn were n pixels of an image block.

(3)
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The inverse transform of GIT was formulated below:
j
k
n−1
y1 = v0 − ṽ1 +ṽ2 +···+ṽ
,
n
 ṽ +ṽ

n
y2 = ṽ1 + v0 − 1 2 +···+ṽ
,
n
..
. 

n
yn = ṽn−1 + v0 − ṽ1 +ṽ2 +···+ṽ
.
n
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(4)

where yi is used to denote the stego pixel value, where i ∈ {1, · · · , n}.
Similar to Tian’s method, Alattar’s method also needs a location map to record the
locations of blocks containing overflowed or underflowed pixels.
2.1.3. Weng et al.’s method. To reduce the size of the compressed map, Weng et al.
proposed an integer transform that could maintain the sum of two neighboring pixels
invariant [90] in 2008. The integer transform is summarized below:
x0 = x + M (d),
y 0 = y − M (d),

(5)

where M (d) that represents the pairwise difference adjustment (PCA) technique is defined
as:
 d
+ b,
if |d| < Th ,
2
M (d) =
(6)
sign(d) × C0 , if |d| ≥ Th ,
where Th is a predefined threshold, which is used to achieve a satisfactory balance of the
distortion and embedding capacity, sign(d) is 1 if d ≥ 0; otherwise, sign(d) = −1, C0 is a
constant equal to b(Th + 1)/2c.
For the pixels larger than or equal to Th , if they are directly expanded to embed data,
the distortion is unacceptable, leading to a serious decrease in visual quality. PDA enables
these pixels to be shifted by C0 such that the embedding distortion is effectively decreased,
and meanwhile, the number of pixels causing overflows or underflow is reduced, directly
resulting in a severe reduction in the size of the compressed map.
Afterwards, Wang et al. reformulated DE as an IT and extended this transform from
two neighboring pixels to n consecutive pixels [91, 92]. Peng et al. performed adaptive
data embedding according to the image block type determined by the pre-estimated distortion [93]. Weng et al. utilized the invariant average value of GIT to evaluate the
smoothness of each image block, and priorly selected the blocks in smooth regions for
embedding, and therefore, the embedding performance was improved [94].
2.1.4. HS. As illustrated in Figure 1, the cover pixel having the highest occurrence frequency is called the peak point while the cover pixel with the lowest occurrence frequency
is called the zero point. The pixels located between the peak point and the zero point
are shifted outwards by 1 to leave space for the peak point such that the peak point can
embed one bit of data for reversibility. In a word, one pixel is modified by 1 at most, so
HS can maintain satisfactory visual quality.
2.1.5. PEE. Referring to Eq. (7), the predictor MED is used to predict each pixel using
its three neighboring pixels (see Figure 2 for details), rather than one pixel like in Tian’s
method and Alattar’s method, so the predicted value x̃ is closer to x, and the prediction
error e becomes smaller, where e = x − x̃.
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Figure 1. A simple example of HS.
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Figure 2. x represents the current pixel, and x1 , x2 , x3 constitute the
neighborhood of the pixel x.


 min (x1 , x2 ) , if x3 ≥ max (x1 , x2 ) ,
max (x1 , x2 ) , if x3 ≤ min (x1 , x2 ) ,
x̃ =

x1 + x2 − x 3 ,
otherwise.
In Thodi et al.’s method, the
stego value e0 .


e0 =


(7)

prediction error e is modified via Eq. (8) to generate its
2e + b, if e ∈ [−Th , Th ) ,
e + Th ,
if e ≥ Th ,
e − Th ,
if e < −Th .

(8)

Finally, the stego pixel x0 = x + e0 . By means of PEE and HS, Thodi et al. could provide
high embedding capacity of close to 1 bpp while maintaining low distortion.
Later on, the PEE technique has been investigated extensively and developed rapidly,
and some research papers have been reported in the literature. According to the way that
the predictor is designed, the research papers can be classified into two classes [95].
For the first class, the predictor is designed using the casual context of the current
pixel [13, 16, 96, 97]. Sachnev et al. proposed an RDH method combining the rhombus
predictor and sorting [13]. Figure 3 depicts that the current pixel x is predicted by its
four pixels surrounding it, and the predicted value x̃ = b(x1 + x2 + x3 + x4 )/2c. Since
the rhombus predictor utilizes four nearest neighbor pixels to predict the current pixel, a
sharper histogram is generated. The sorting technique is employed to select priorly the
pixels in smooth regions for embedding. In 2011, Li et al. proposed a RDH method based
on adaptive PEE and block selection [98]. The gradient-adjusted prediction (Gap) is used
to predict each pixel using the prediction context containing seven neighbors, rather than
three neighbors in MED. One smooth pixel is expanded twice to carry two bits while one
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Figure 3. The rhombus predictor.
rough pixel is expanded once to carry one bit, obtaining a better performance for high
payloads.
The second class is to generate the predictor by utilizing the image interpolation mechanism [15,99–103]. Among them, Luo et al. utilized an interpolation technique to generate
interpolation errors, and expanded additively one interpolation error for embedding bit
‘1’ or ‘0’. Due to the slight modification of pixels, Luo et al. could achieve a large payload
while maintaining high visual quality [15].
2.2. High fidelity RDH. High fidelity RDH performs well for low payload (< 0.1 - 0.2
bpp) by selecting preferentially the pixels located in smooth regions for embedding data
while excluding the pixels in highly-textured regions from embedding data [16, 104–123].
Li et al. proposed a predictor based on pixel-value-ordering (PVO), which split an
original image into non-overlapping image blocks, and then measured the local complexity of one block to distinguish whether this block was smooth (∆ ≤ Th ) or complex
(∆ > Th ) [16], where the notation ∆ was used to denote the local complexity. For a
smooth block, PVO is used to predict the maximum using the second largest pixel and
the minimum using the second smallest pixel. The maximum is additively embedded with
one bit or increased by 1. Similarly, the minimum is additively embedded with one bit or
decreased by 1. Since two pixels at most in a smooth block are modified, and each pixel
is modified by 1 at most, Li et al.’s method can offer satisfactory visual quality at low
payload. However, Li et al.’s method still has the following two disadvantages: 1) the prediction error equal to 0 is excluded from embedding data; 2) each block is embedded with
two bits at most. To solve these two problems, some improved versions of PVO have been
proposed, such as PVO-k [104], PPVO (pixel-based PVO) [105, 106], IPVO (Improved
PVO) [107, 108]. Weng et al. proposed an adaptive pixel modification strategy, in which
the smoother one block was, the more the pixels involved in data embedding were, and
the more the bits that were hidden into this block were, and vice verse [109, 110]. Wang
et al. proposed a dynamic block modification strategy to split flat areas into smaller
blocks and complex areas into larger blocks, and utilized PVO to modify the maximum
and minimum pixels in each block for embedding data [111]. Weng et al. improved Wang
et al.’s method to divide the cover image into blocks of arbitrary length [112].
For the case of low payload, the P-PEE (pairwise PEE) proposed by Ou et al. is
also an efficient scheme. In P-PEE, every two adjacent prediction errors is treated as a
prediction-error pair [113]. To decrease the distortion, a pair valued (0,0) can be additively
embedded with log2 3 bits, rather than 2 bits (i.e., the combinations of two bits, ‘00’, ‘01’,
‘10’ and ‘11’), by preventing the last combination ‘11’ from being embedded into the
pair. Dragoi and Coltuc introduced adaptive pairing, rather than fixed paring like in
Ou et al.’s method [113], increasing the number of embeddable pairs and decreasing the
number of shifted pixels [114]. In 2019, Ou et al. improved P-PEE by proposing adaptive
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Figure 4. Capacity-distortion curve for RDH.
pixel pairing (APP) and adaptive mapping selection [115]. In addition, some scholars
have proposed RDH schemes in combination with PVO and P-PEE [116, 117]. Xiao et
al. proposed the optimal expansion path with the adaptive embedding mechanism for
enhancing the embedding performance [118].
Li et al. designed a new embedding mechanism called multiple histogram modification
(MHM) for multiple sub-histograms [119]. As illustrated in Figure 5, the prediction-error
histogram is divided into multiple sub-histograms. Two expansion bins are selected in
each sub-histogram, and data embedding is performed according to MHM. Wang et al.
selected FCM (Fuzzy C-means) equipped with deliberately designed features to construct
multiple sub-histograms [120]. Weng et al. utilized the K-means cluster algorithm to
construct multiple sub-histograms according to the local complexity, and introduced the
improved crisscross optimization algorithm to search for the approximate optimal [123]
2.3. Image quality measure metrics. As has been pointed out in [124], the visual
quality of stego images and the embedding capacity are two quality measure metrics that
are applied most frequently in data hiding to evaluate the capacity-distortion performance.
Figure 4 indicates that a tradeoff between the two metrics exists because the embedding
capacity is increased at the cost of image distortion, and vice versa.
PSNR is used most commonly to measure the visual quality of stego images. However,
PSNR does not always predict the perceptual image quality. In fact, improving the perceptual visual quality such as contrast enhancement is more important than just obtaining
high PSNR, especially for illuminated images. Wu et al. incorporated HS into histogram
equalization (a popular contrast enhancement method) to achieve both data embedding
and contrast enhancement [125–127]. Specifically, the highest two bins (peaks) that are
located on the left and right sides of the histogram, respectively, are selected. Next, the
bins between the two peaks remain unaltered while other bins are shifted outwardly to
vacate the bin next to each peak for embedding data. The process is carried out recursively until the required embedding capacity and high contrast enhancement are achieved.
Afterwards, RDH with contrast enhancement (RDH-CE) has been widely investigated,
and some related works have been proposed [124, 128–131].
3. RDH in the compressed domain. Digital images are usually compressed to reduce the bit rate for transmission or storage in real applications, that is, images are often
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Figure 5. A simple example of multiple sub-histograms.
transmitted and stored in the compressed format. The compressed domain RDH method
refers to the method that embeds data into the compressed codes generated by compressing and encoding an image. The compressed domain RDH methods have attracted the
attention of many scholars, and have obtained the rich research results which are classified
mainly into three types: 1) VQ, 2) JPEG, 3) absolute moment block truncation coding
(AMBTC).
3.1. RDH for VQ images. VQ is a commonly-used lossy compression method that is
capable of significantly reduce the file size while maintaining acceptable visual quality.
To compress a cover image using VQ, this image is firstly split into equal-sized nonoverlapping blocks, and then each block is denoted by the index of the codeword having
the minimum Euclidean distance to this block. Two metrics that are used to estimate
the performance of a RDH method for VQ images are the bitrate and embedding rate.
The bitrate refers to the ratio of the length of the stego code stream to the number of
pixels in an image. A smaller bitrate implies that the stego code stream requires less
storage space and takes less transmission time. The embedding rate is used to determine
the number of bits embedded into each VQ index. A larger embedding rate indicating a
higher embedding capacity is what we want. Reducing the bitrate as much as possible
while maintaining a satisfactory embedding rate has been attracting researchers to explore
new research techniques.
The existing RDH methods for VQ images can be classified into two groups [25].
RDH methods in Group 1 have the characteristic that the retrieved indices during data
extraction can be directly decoded by the standard VQ decoder, but cannot provide
high embedding capacity [20]. In contrast, RDH methods in Group 2 rearrange indices using the neighboring coding technique such that high embedding capacity can
be achieved [19, 21, 22, 24, 25]. Note that a map between the original indices and rearranged indices needs to be transmitted to receivers to reconstruct the original indices.
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Compared with Group 1, Group 2 can provide higher payloads, and hence, has received
more attention from researchers in recent years. As a recently-published paper of Group
2, Hong et al. exploited the AIA (adaptive indicator assignment) technique to generate a compressible RI (rearranged indices) that was advantageous for prediction coding,
improved prediction performance using the LSE (least square estimator) technique, and
finally utilized the dual coding modes (DCM) to reduce effectively the length of the output code bitstream [25]. By means of the three techniques, Hong et al.’s method offered
a reduced bitrate and achieved a comparable payload.

3.2. RDH for JPEG images. JPEG is a widely-used lossly compression method that
can offer high compression rates while keeping acceptable visual quality. The JPEG
encoder is mainly composed of three steps: two-dimensional discrete cosine transform
(2D DCT), a quantizer, and a JPEG entropy encoder. 2D DCT is firstly applied to
each 8 × 8-sized non-overlapping block to get the corresponding 64 DCT coefficients.
Next, the quantizer containing 8 × 8-sized predetermined quantization table is employed
to quantize each coefficient. Finally, the quantized coefficients are encoded using the
JPEG entropy encoder to form the output bitstream. Specifically, the JPEG entropy
encoder scans sequentially 64 quantized coefficients according to the zigzag order to get
a coefficient list. The direct current (DC) coefficient is encoded using the differential
pulse code modulation (DPCM) while each of the remaining coefficients is encoded using
length encoding (RLE). The encoded bitstream is Huffman coded to obtain the output
bitstream.
Similar to RDH for uncompressed images, RDH for JPEG images can also be classified
into two types: RDH for JPEG images [26–39] and RDH for encrypted JPEG images [40,
41].
In terms of embedding strategies, the existing RDH methods for JPEG images can
be summarized into four categories: lossless compression [26, 27], quantization table and
quantized DCT coefficients [35], Huffman table [28,32–34], quantized DCT coefficient [30,
31, 37–39]. Type-I method achieve data embedding by compressing the LSB plane of
some selected JPEG coefficients [26, 27]. Since the redundancies of a JPEG image are
eliminated, Type-I methods can provide very limited embedding capacity. In addition,
Type-I methods easily cause low visual quality and increase the file size of a stego JPEG
image. Type-II methods create space for embedding data by modifying the quantization
table and quantized DCT coefficients [35]. Type-II methods can achieve high embedding
capacity and provide high visual quality. However, these methods cause a significant
increase in file size because they break the tradeoff between the file size and the visual
quality by changing the quantization table. Type-III methods can preserve the file size
of a stego JPEG image while maintaining satisfactory visual quality. However, their
embedding capacity is relatively low. Specifically, only hundreds of bits are embedded
into a cover image with size of 512 × 512. Type-VI methods achieve data embedding by
modifying the DCT coefficients while preserving the quantization table. Type-VI methods
can achieve both high embedding capacity and good visual quality while preserving well
the storage size of a stego JPEG image. Therefore, Type-VI methods have gradually
become a hot research topic, and attracted extensive attention from scholars. Chang
et al. utilized two successive mid-frequency DCT coefficients valued 0 in each block for
embedding data [30]. Xu et al. designed an optimal search strategy to select low-frequency
and mid-frequency DCT coefficients and shifted the histogram of the selected coefficients
for embedding data [31]. Huang et al. sorted 4098 8 × 8-sized blocks according to the
number of zero coefficients in each block, and selected priorly the blocks with more zero
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coefficients for embedding [37]. To preserve the file size, the coefficients valued 1 or 1 in one block are embedded with data while the zero coefficients remain unchanged.
Recently, Huang et al. proposed the pairwise nonzero AC coefficient expansion (NACE)
to generate a sharp two-dimensional histogram [38]. He et al. selected the frequencies
with small negative indices for carrying data with a high prior by designing the image
visual distortion model and file size change model [39].
3.3. RDH for AMBTC-compressed images. The AMPTC compressed method that
was proposed by Mitchell in 1984 [132] achieves compression by representing an image
block using an AMBTC trio. Each trio is composed of two quantization levels and a
bitmap. Taking the ith image block Ii of size r×c for example, suppose ai is used to denote
the mean value of Ii , and the AMBTC trio is (li , si , Bi ), where the upper quantization
level li is used to represent the average value of pixels larger than or equal to ai , the lower
quantization level si indicates the average value of pixels smaller than ai , the bitmap Bi
of the same size as Ii is generated to distinguish which elements of Ii correspond to li and
which pixels correspond to si . If Ii,j ≤ ai , Bi,j = 1; otherwise, Bi,j = 0, where Ii,j is used
to denote the j th pixel of Ii .
On the decoding stage, after obtaining an AMBTC trio (li , si , Bi ), the bits of Bi are
scanned sequentially. If Bi,j = 1, then Ci,j = li ; otherwise, Ci,j = si , where Ci,j is used
to denote the j th pixel of the block Ci that is reconstructed from the trio (li , si , Bi ). It
is interesting to note that the reconstructed block Ci is not the same as the cover image
Ii,j , and therefore, AMPTC is a lossly compression method.
According to the description mentioned above, AMBTC requires insignificant calculation cost and offers satisfactory visual quality. Many studies have been devoted to investigating RDH for AMBTC compressed codes, which can retrieve losslessly the AMBTC
compressed image after the embedded data are correctly extracted [42–48]. Similar to VQ,
all the works can be classified into two classes according to whether the stego AMBTC
compressed image can be decoded by the standard AMBTC decoder or not [48]. A special
decoder, rather than the standard decoder used in Type 1, is need for Type 2 [45–47].
Furthermore, the stego AMBTC compressed codes of Type 2 have a different length with
the conventional AMBTC codes, increasing the risks of being perceived and attacked by
attackers. Thus, Type 2 has weak security.
4. RDH in Encrypted images. Recently, many studies have been performed to improve the performance of RDHEI, and some works have been presented [49–57, 59–61].
The RDHEI methods have been developed in the following three main branches: VRAE
(vacating data-hiding room after encryption) [49–54], RRBE (reserving data-hiding room
before encryption) [55–59] and homomorphic cryptosystems which can perform data embedding in encrypted domain [60, 61].
In fact, the first branch has more practical applications than the second branch because
it do not require additional pre-processing before encryption, while increased the computational burden of the content owner. However, the first branch may seriously degrade
the visual quality of the decrypted, stego images. The second branch can acquire more
payload than the first branch because it reserves data-hiding room before encryption. The
third branch easily increased computational complexity.
5. Robust (or semi-fragile authentication). Robust (or semi-fragile authentication)
RDH (RRDH) can allow the exact recovery of the cover image and the complete extraction
of hidden data in case of no attack. Conversely, the hidden data need to be robust against
unintentional attacks (e.g., JPEG compression and addition noise), that is, the hidden
data can still be extracted completely even if the stego image is distorted by unintentional
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attacks. In this case, the distorted stego image cannot be reversed to its original state.
Studying RRDH may enlarge the applicable scope of RDH because it enables RDH to
transmit data in a lossy environment [66]. However, RRDH has received insignificant
attention in the literature, and only a few works have been presented [65–72].
De Vleeschouwer et al. ware the first to propose an RRDH method (namely HR) robust
against JPEG compression, the key idea of which was to partition randomly an image
block into two equal-sized sets, and modified the centroid vectors of two sets for embedding
data. Afterwards, Ni et al. proposed an improved version of De Vleeschouwer et al.’s
method to solve the salt-and-pepper noise of HR [65]. In addition, Ni et al. introduced
the error correction coding (ECC) to correct error bits on the decoder side for the blocks
containing overflowed or underflowed pixels, directly leading to a low embedding capacity.
Zeng et al. embedded bits into blocks by shifting the histogram produced by the arithmetic
value of each block [66]. Gao et al. improved Zeng et al.’s method by incorporating the
merits from the generalized statistical quantity histogram (GSQH) and the histogrambased embedding [67]. Thereafter, An et al. proposed a novel pragmatic framework
called WSQH-S (wavelet-domain statistical quantity HS and clustering), in which the
histogram was produced using the coefficients of the wavelet-transformed image [68]. An
et al. an RRDH method in combination with statistical quantity histogram shifting and
clustering [69]. An et al. improved the HR-based embedding model of De Vleeschouwer
et al. [70]. Thabit et al. proposed a novel RRDH using Slantlet transform matrix, which
embedded the watermark bits by modifying the mean values of the carrier subbands [71].
Recently, inspired by [133,134], Wang et al. proposed an independent embedding domain
(ED) based two-stage RRDH [72].
6. Video and audio RDH. In this section, we will introduce separably the video and
audio RDH in the following two subsections.
6.1. Video RDH. Some video coding standards such as MPEG-2/4, H.264/AVC and
high efficiency video coding, have been proposed to compress and code video signals for
transmitting video over bandwidth-limited channels. Considering that H.264/AVC is one
of the most commonly used video coding standards, the research on RDH for H.264/AVC
videos has attracted more and more attention from scholars. The existing RDH methods
for H.264/AVC videos can be divided into two main branches according to the modification
strategies: motion vector [76, 77] and quantized DCT coefficients [78–81].
To avoid privacy leakage, video bitstreams have to be encrypted before being uploading
to the cloud server. Therefore, the RDH methods for encrypted H.264/AVC also have
been extensively studied in recent years [82, 83].
6.2. Audio RDH. Similar to digital images, digital audio is also one of the main media
that is delivered widely over the internet. The RDH techniques that have been proposed
for images, such as PEE, HS, DE, can also be applied into audio. Similar to digital images,
according to the applied domain, audio RDH can be classified into three categories: spatial
domain [84–87], transformed domain [88] and compressed domain [89].
7. Conclusions. Shi et al. gave a comprehensive overview of the existing RDH techniques in 2016 [135]. There are three main differences between Shi et al.’s paper and
ours. The first one is that we classified RDHCE into the spatial domain RDH methods.
Secondly, RDH methods in the compressed domain included the RDH methods of three
compression formats: VQ, AMBTC, and JPEG. Finally, we introduced some recentlypublished papers (especially published after 2016) into our reference list. In this paper,
we gave a detailed introduction for five research branches of RDH: the spatial domain
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RDH, the compressed domain RDH, RDHEI, semi-fragile RDH (or robust) RDH, and
video or audio RDH.
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