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Abstract. The password-based authenticated key exchange is a technology that allows
both parties to perform mutual authentication and generate a shared session key. They
through the shared password as the basis for authentication and generate a session key
that is only known by both parties. At last, they can use this key to establish a secure
channel to transmit secret message. We propose a password-based authenticated key
exchange from lattices for Client-Server model. The client only need to remember the
password rather than the private key, and the server except keep the password and its own
public/private key pair. Both parties execute the mutual authentication via the shared
password and accomplish the key exchange within two steps. The security of our protocol
is based on LWE problem for lattices, so it is secure even an attacker uses a quantum
computer.
Keywords: Client/Server model, Key exchange, Lattice cryptosystem, LWE, Mutual
authentication.

1. Introduction.
1.1. Research Background. With the booming development of computer technology,
people can carry out sundry services via he Internet such as file transfer, on-line shopping,
cloud computing and others. The Client-Server model is frequently adopted among above
services which clients are served by the great computational power and storage capability of remote central servers. Under such framework, the servers usually have powerful
calculate capability and enormous storage space so that the clients can reduce the computational costs and save the memory capacity by outsourcing them to servers. Because the
network is an opening environment, in order to ensure that the confidential information
is not stolen by malicious attackers during the communication processes, two basic secure
requirements must be satisfied: the authentication of identity and the confidentiality of
the transmitted data. Identity authentication means that the participants in the communication can verify the legality of each other so that illegal participants will be ruled out.
The confidentiality means that except for the legal participants of the communication,
other people can’t get the secret from the transmitted data.
Several cryptosystems like digital signature and other technologies are necessary in order
1
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to achieve above secure requirements. In general, cryptosystem can be divided into symmetric cryptosystem and public key cryptosystem. Symmetric cryptosystem is that both
parties of the communication use the same secret key to perform encryption and decryption, in this case, if the key was stolen then the protected information will be known to
the attacker. In order to solve this problem, the public key cryptosystem was proposed.
Public cryptosystem means that both parties of the communication have their own public/private key pair, the public key is published while the secret key is kept privately.
Assuming Alice wants to send a secret message to Bob, she needs to use Bob’s public key
to encrypt the message, then Bob decrypts the encrypted message. Because the public
key cryptosystem is less efficient in the operation, so the applications usually use it to
transmit the session key. The symmetric cryptosystem is mainly adopted while choosing
a cryptosystem. Meanwhile, the key exchange protocols play a vital role in the symmetric
cryptosystem because they are designed to establish a shared secure session key which
will be utilized for further encryptions for both sides of the communication.
In 1976, Whitfield Diffie and Martin Hellman proposed the famous Diffie-Hellman key
exchange protocol[15]. It is a well-known pioneer which provides secure and reliable key
exchange. However, the user authentication is not included in the original design so that
it unavoidably faces the man-in-middle attack. Therefore, authenticated key exchange
(AKE) schemes were proposed[5]. In AKE schemes, two parties aim to authenticate each
other and establish a shared session key if the authentication successes.
In the current network, most services such as e-mail system, on-line shopping, social networking etc authenticate users through the password-based system. The aforementioned
authentication mechanism combined with the key exchange is called the password-based
authenticated key exchange (PAKE)[4, 8, 3]. It is different from the AKE using public
key certificate, the both parties only need to use the shared password to accomplish the
mutual authentication. This method can reduce the additional burden on issuance and
management of certificate, the user can freely set the password that is easy to remember
by himself/herself and use the password to establish a highly secure mutual authentication channel.
In 2012, Xun et al.[3] proposed a password-based authenticated key exchange in the
Client-Server model. The users under the protocol only need to remember the password
rather than the private key. Both parties execute mutual authentication via the password
and generate a shared session key. The security of their protocol is guaranteed by the
discrete logarithm problem in the number theory. However, a mathematician Peter Shor
proposed an algorithm in 1994 which can solve the difficult problem from number theory
in polynomial time by the quantum computer in the future since the quantum computers
are able to effectively execute a great amount of computations in parallel, it means that
current cryptosystems and secure protocols will be broken. Many scholars began to study
the post-quantum cryptography to find the solutions, it was found that the lattice-based
cryptosystems[9, 12] cannot being computed in parallel so that they are secure even in
front of the quantum computer.
In 2013, Park et al.[13] proposed a mutual authentication mechanism based on NTRU
cryptosystem[12]. NTRU is a lattice-based public key cryptosystem whose security is
based on the Shortest vector problem over lattices. This mechanism is built on the NFC
mobile payment environment, it make banks and customers perform the mutual authentication to verify each other’s identity to ensure the security of the transaction phase.
However, Tso et al.[14] proposed an attack method for Park’s mechanism. In addition to
the registration phase, the other phases are performed in an opening environment. An
attacker can firstly eavesdrop the communication and get the message, including the certificate issued by the bank and the authenticated parameters based on NTRU. Then, the
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attacker can launch an impersonation attack to pass the verify from legal participants.
In this mechanism, in addition to the lack of security, the participants didn’t generate a
shared session key.
In 2012, Ding et al.[1] proposed a lattice-based key exchange. The security of protocol
is based on the LWE problem on lattices, so it can resist the attacks from the quantum
computers. They designed a method which can let similar parameters turn into the same
value and then use the value to establish a shared session key. Nevertheless, this protocol
could not provide mutual authentication, so it only can achieve passive security but still
may be attacked by man-in-the-middle or other active attacks.
In order to improved Ding’s method, Zhang et al.[10] proposed a new lattice-based key
exchange with authentication in 2015. They continuously employed the method of shared
parameters to establish the shared session keys and added an authentication mechanism
which utilizes participant’s public/private key to accomplish implicit key authentication.
However, we advocate the clients of Client-Server model do not need to keep his/her own
public/private key pair, it can be divided into the following three cases:
1. There is no public/private key pair on both parties: Because both parties have no
public/private key that can represent their identity, so they can’t perform authentication by encryption, decryption and certificates. Therefore, they need a fair third
party to assist authentication between them. This method will add extra steps to
reduce the overall efficiency.
2. Both parties have their own public/private key pair: They can use the public key
of each other to encrypt the message, and verify each other by the key certificate.
However, the client of C/S model in different service needs to generate different
key pairs, so he/her needs to spend additional resources on the key storage and
management.
3. Only the server has the public/private key pair: The server usually has powerful
computational capability and enormous storage space and it must need to communicate with many different users, so the server keeps its own key pair is reasonable.
The user just uses the shared password which is registered by the user to perform
mutual authentication, he/she doesn’t need to keep its own public/private key. This
method can reduce the additional burden on management of key pair for client.
Our paper proposes a password-based authenticated key exchange based on lattice in
the client/server model. This scheme has the following characteristics:
1. The security of our scheme is based on learning with error(LWE) problem for lattice,
which belongs to the application of post-quantum cryptography so it can resist the
threat from quantum computers.
2. The key exchange only needs a two-pass communication.
3. We adopt the client/server model so that there is no need for clients to keep his/her
own public/private key pair. This method can reduce the additional burden on
management of key pair for client.
4. Client can set the password that is easy to remember by himself/herself and use the
password to establish a highly secure mutual authentication scheme.
5. We utilize the explicit key authentication so that the participants of communication
can perform the mutual authentication.
In our scheme, client and server use the password which is registered by the user to
perform mutual authentication. The client just uses server’s public key to generate the
secret authentication message, he/she does not need to keep his/her own public/private
key pair. This method belongs to the explicit key authentication, participants can directly
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know communicate with whom and ensure both of them have the same shared session
key after finish the key exchange. According to the aforementioned characteristics, our
scheme is an efficient, secure password-based authenticated key exchange in lattices.
1.2. Organization. This paper is divided into several sections, the contents of which are
as follow:
1. This section introduces the research background, research motivation and propose
of this paper.
2. This section introduces the background knowledge, including lattice, learning with
error problem, key exchange and NTRU.
3. This sections introduces several previous related literatures about PAKE.
4. This section introduces our PAKE scheme in lattices in client/server model.
5. This section performs security and feature analyses of the proposed protocol.
6. This section introduces the conclusion.
2. Preliminaries. The security of our scheme is based on learning with error problem
from lattice, and use the lattice based public key cryptosystem NTRU. In this section,
we will introduce the lattice, learning with error problem and NTRU and the definition
of implicit key authentication and explicit key authentication.
2.1. Lattice. A lattice L in Rn is a subgroup of the additive group Rn , or equivalently,
L = {a1 v1 + · · · + an vn |a1 , · · · , an ∈ Z} for some R-basis v1 , · · · , vn of Rn . Many lattice
based cryptosystem schemes are secure based on some lattice hard problems. These hard
problems are shortest vector problem(SVP), closet vector problem(CVP) and learning
with error(LWE).
Shortest Vector Problem(SVP): Let define λ(L) = min ||v||N be the length of the
v∈L\{0}

shortest non-zero vector in the lattice L, where L in Rn . The SVP is that of determining
the λ(L).
Closet Vector Problem(CVP): The CVP is that of determining the vector v ∈ L that
is closet to a given non-zero lattice vector w ∈ L.
Learning with Error(LWE): The LWE problem was introduced by Oded Regev in
2005[11]. Regev showed that the LWE problem is as hard to solve SVP and CVP, therefore, many lattice based cryptosystem are secure assuming as the LWE problem.
Given a parameter ≥ 1, a modulus q ≥ 2, and an error probatility distribution χ on Zq .
Choosing uniformly random a vector a ∈ Znq and choosing e ∈ Zq according to χ, then let
a ∈ Znq As,χ on Znq × Zq jbe the probability distribution and outputs (a, ha, si + e), where
additions are performed in Zq . The LWE problem is that given several arbitrary number
of independent sample from As,χ . The LWE problem has two type, search method and
decision method. The search method is finding the secret s. And the decision method is
distinguishing the sample where from As,χ or uniformly random in Znq × Zq . Ring learning with Error(RLWE): The RLWE problem is similar the LWE problem except the
RLWE problem is defined on polynomial ring. Given an integer coefficients polynomial
ring Rq = Zq /f (x), q is prime integer, f (x) is a irreducible polynomial and χ is the distribution on Rq . Then we can define the RLWE problem like LWE problem by following
formula: (ai (x), hai (x), si (x)i + e).
2.2. NTRU Cryptosystem. NTRU (N-th degree truncated polynomial ring) is a public
key cryptosystem[12], which selected integer coefficient polynomial from polynomial ring
R = Z[x]/(xN − 1) to perform addition, multiplication and modulo operation of the
polynomial coefficients, so it has a very fast speed. The security of NTRU is based
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on SVP(Shortest Vector Problem) of lattices, so it can resistant to attack by quantum
computers.
We assume that Alice wants to send encrypted message to Bob, the entire encryption
and decryption process can be divided into four steps:
1. Initial Parameter Setting:
In this phase, Bob sets up three integers (N, p, q) and four integer coefficients polynomial sets Lf , Lg , Lr , Lm from R = Z[x]/(xN − 1).
• N is prime and define the degree of polynomial N − 1.
• p, q need not be prime but need be coprime.
• q > p.
2. Key Generation:
To generate key pair, Bob dose the following step
(a) Bob chooses two random polynomials f ∈ Lf , g ∈ Lg , f must satisfy the requirement that it have inverse modulo q and p such that fq cot f = mod q and
fp · f = 1 mod q.
(b) Bob computes its public key h = fq · · · g mod q and the private key is (f, fp ).
3. Encryption:
Alice use Bob’s public h to encrypt a message m ∈ Lm . Alice chooses randomly a
polynomial r with small coefficients. Then encrypting the message m to computes
the ciphertext c = r · h + m mod q
4. Decryption:
Bob uses its private key to decrypt the ciphertext c to recover the message m.
(a) Compute a = f · c mod q.
(b) Compute b = a mod p.
(c) Compute m = fp · b mod p.

2.3. Key Exchange. Key exchange is a protocol which can make both parties in communication share a secret session key. This session key cannot be known to anyone other
than the participants. The famous key exchange was proposed by Whitfield Diffie and
Martin Hellman in 1976(Diffie-Hellmen key exchange), it became the basis of many key
exchange protocol. However, the authentication mechanism was not provided in the DH key exchange, so it may be attacked by man-in-the-middle or other active attacks.
Therefore, a secure key agreement must ensure that people other than the participants
are unable to know the parameters of the generated key during the exchange process, and
that all participants have the same key after finish the key exchange. The following basic
security requirements must be satisfied:
• Known Session Key Security: Even if an attacker can intercept the current
session key, he can’t figure out the key used in the past and the key that will be
generated in the future.
• Forward and Backward Secrecy: Even if an attacker can intercept the password,
the keys that are produced before are remained secure.
• Off-line dictionary attack resistance: It does not leak any information of password from the public messages.
• Impersonation attack: An attacker could not fake a legal user to communicate
with another person.
• Man-in-the-middle attack resistance: An attacker can’t relays and alters the
communication between two parties who believe they are directly communicating
with each other.

6

Jen-Chien Hsu, Yi-Siou Jheng, Sk Md Mizanur Rahman, and Raylin Tso∗

2.4. Implicit Key Authentication v.s. Explicit Key Authentication. The implicit key exchange is to assume that the identity of participants in communication are
legal, they only need to follow the execution of protocol then they can get a shared session key. The famous DH that is a kind of implicit key exchange, but it doesn’t provide
authentication mechanism, so the participants can’t verify the identity of each other and
they may face the Man-in-Middle attack. In the above related work, Zhang’s[10] protocol
also belongs to the implicit key exchange, but it has the authentication. Their protocol
didn’t transmit the information about identity, but in session key generation, the key parameter Kj = (pi c + Xi )(sj d + rj) + 2cgj and Ki = (pj d + Yj )(si c + ri ) + 2dgi including the
public key of each other p = as + 2e, and s is the corresponding private key. An attacker
intercepts the public key to forge a message to perform the impersonation attack, but it
didn’t know the private key s, so it can’t get the correct key parameter and the session
key. However, the transmitted message didn’t have the information about identity of
participants, so they can’t directly know communicate with whom. This method requires
additional steps to ensure both of participants have the same shared session key after
finish the key exchange.
The explicit key authentication means that the participants of communication has transmit the information about identity, so they can use this information to verify the identity
of each other. Compared to the implicit key authentication, the explicit authentication
can directly know communication with whom. Our scheme belongs to explicit key authentication; the participants transmit the authenticated message including the shared
password.
3. Related Works. In this section, we will introduce the lattice-based applications,
several key exchange studies.
3.1. Identity-based Password-Authenticated Key Exchange for Client/Server
Model. In 2012, Xun et al.[3] proposed an identity-based password-authenticated key
exchange for client/server mode. The user under the protocol is only required to remember
the password and the server except keep the password and its own public/private key.
Both parties execute mutual authentication via the password and generate a shared session
key in the last. The security of their protocol is guaranteed by the discrete logarithm
problem in number theory, which is easily attacked by a quantum computer in future.

Figure 1. Xun’s Protocol
Before the protocol execution, both parties share a public parameter g.
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1. The client randomly select secret parameters α to compute the g α . After that, it
employs server’s public key pkS to make authentication message AuthC = EIDs [H(g α |
IDC |pw)]. Then send AuthC , IDC and g α together to the server.
2. After receiving AuthC , the server shall employ its won private key skS for decryption to verify the hash value. After passing the verification, the server shall
randomly select secret parameter β to compute the g β , then it can compute the
2
shared session key skS = g kS . Finally, the server make a authentication message
α β
AuthS = g h(g |g |IDS )|pw)+kS then sedn it back the client with IDS , g β .
3. After receiving AuthS , the client firstly verifies it. If the verification is successful,
2
2
the client can compute the shared session key skC = g kC = g kS = skS to complete
the authenticated key exchange of both parties.
3.2. Anonymous Authentication Scheme based on NTRU for the Protection
of Payment Information in NFC Mobile Environment. In 2013, Park et al.[13]
proposed a mutual authentication mechanism based on NTRU cryptosystem. This mechanism is built on the NFC mobile payment environment, it makes bank and customer
perform the mutual authentication to verify each other identity to ensure the security of
the transaction phase. In addition to verify the identity of customers, but also to allow
customers to verify the bank. The authentication process can be divided into four steps:
1. System Parameters Setting:
• A: NFC mobile payment user.
• B: Bank.
• R, Lf , Lg , f, g, fp , fq , p, q, gp , gp : NTRU parameters.
• v: Public key polynomial.
• I: User identity.
• Cert: Certificate generated by the certificate authority.
• H:Secure hash function.
2. User Registration Phase:
If a user wants to use the NFC mobile payment, he needs to register with bank.
(a) The user picks fA , gA from Lf , Lg , then computes inverse fAq , gAq and public key
vA = p · fAp · gA ∈ Zq [x]/(xN − 1).
(b) User sends its identity informations IA and public key vA to the bank. Bank
verifies the identity of the user, if the verification succeed, then bank will generate
a certificate Cert(IA , vA ). At last, bank returns Cert(IA , vA ) to the user and
stores the user information in the bank.
3. User Identity Proof Phase:
(a) User picks a random polynomial rA and computes xA = gA · rA , then user transmitted IA , vA , Cert(IA , vA ) and xA to the bank for authentication.
(b) After receiving the data from step a, the bank verifies the integrity of Cert(IA , vA ).
If passed, the Bank picks a random polynomial eB from Le and sends it back to
the user.
(c) User computes yA = fA · rA · · · eB and returns yA to the bank.
(d) With (vA , xA , yA , eB ), the bank verifies the user by checking yA · vA = xA · eB or
not.
If the user is legal, then the operation results are equal. Indicating that the user
through the verification of the bank.
4. Bank Identity Proof Phase:
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(a) Bank picks a random polynomial rB and computes xB = gB · rB , then he transmitted eB , IB , vB , Cert(IB , vB ) and xB to the user for authentication.
(b) After receiving the data from step a, the user verifies the integrity of Cert(IB , vB ).
If passed, the user picks a random polynomial eA from Le and sends it back to
the bank.
(c) The bank computes yB = fB · rB · eA and returns yB to the user.
(d) With (vB , xB , yB , eA ), the user can verifies the bank by checking yB · vB = xB · eA
or not.
If the bank is legal, then the operation results are equal. Indicating that the bank
through the verification of the user and finish the mutual authentication.
3.3. Security Analysis of a NTRU-based Mutual Authentication Scheme. The
mutual authentication mechanism proposed by the Park is based on NTRU cryptosystem,
which allows mutual authentication between the user and the bank by the public/private
key pair, certificate, authentication parameters and random polynomials. In the verify
phase, both parties through the certificate to verify each other. The verification side checks
the certificate in the first step, if passed then they continue to transmit the authentication
parameters and do the final verification operation. Because the general certificate is not
limited to use only once, which may intercept by attacker and perform the impersonation
attack.
Tso et al.[14] proposed an attack method for Park’s mechanism. Assume an attacker A’
who can eavesdrop the communication between the user and the bank, then A’ can have
the following information v, I, Cert(I,v), x, e, y. With these information, the attacker
can launch an impersonation attack.

Figure 2. Impersonation Attack
1. The attacker A’ computers xA0 = xA · eB and then sends IA , vA Cert(IA , vA ) with xA0
to the bank.
2. After receiving the data from step a, the bank will verify the integrity of Cert(IA , vA ).
If passed, the bank will select a random polynomial eB 0 from Le and sends it back
to the attacker.
3. The attacker A’ computes yA0 = yA · eB 0 and returns it back to the bank.
4. With (vA , x0A , yA0 , eB 0 ), the bank authenticates the attacker by checking yA0 · vA =
xA0 · eB 0 or not.
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In this way, the attack successfully passes the authentication from the bank and can
impersonate as the victim user A. This may cause many serious problems when the scheme
is used for mobile e-commerce.
3.4. A Simple Provably Secure Key Exchange Scheme Based on the Learning
with Errors Problem. In 2012, Ding et al.[1] proposed a lattice-based key exchange.
The security of protocol is guaranteed on the LWE problem on lattices, so it can against
the attack from the quantum computers. They also designed a method which can let two
similar parameters turn into the same value and then use the value to establish a shared
session key. Nevertheless, this protocol could not provide mutual authentication, so it
may be attacked by man-in-the-middle or other active attacks.

Figure 3. Ding’s Protocol
1. Both parties share a public parameter m. Then Partyi randomly selects secret
parameters including si , ei . After all, they compute pi = msi + 2ei and sends pi to
the other party.
2. After receiving the message from step a, Partyj first compute pj = msj + 2ej by
randomly selects secret parameters including sj , ej . Then it chooses a random parameter e0j to compute the key element Kj = pi sj + 2e0j with received pi and secret
sj .
3. The Partyj inputs Kj into signal function Sig() to get σj =Sig(Kj ), and then inputs
Kj , σj into function Extr() to get the shared session key skj =Extr(Kj , σj ). Finally,
Partyj sends pj , σj back to the Partyi .
4. Partyi first chooses a random parameter e0i to compute the key element Ki = pj si +2e0i
with received pj and secret si , then input Ki and σj into functions Extr() to get the
shared key ski =Extr(Ki , σj )=Extr(Kj , σj =skj ) to complete the authenticated key
exchange of both parties.
1. Both parties share a public parameter a. Partyi randomly selects secret parameters
including ri , fi , then compute Xi = arj + 2fi and sends Xi to the Partyj .
2. After receiving the message from step a, Partyj first computes Yj = arj + 2fj by
randomly selects secret parameters rj , fj . Then it chooses a random parameter gj to
compute the key element Kj = (pi c + Xi )(sj d + rj ) + 2cgj , where c = H(i, j, Xi ), d =
H(i, j, Xi , Yj ).
3. The Partyj inputs Kj into signal function Cha() to get wj =Cha(Kj ), and then inputs
Kj , wj into function Mod2()to get the key parameter σj =Mod2(Kj , wj ). Finally ,
Partyj computes the shared session key skj = H(i, j, Xi , YJ , wj , σj ) and sends Yj , wj
back to the Partyi .

10

Jen-Chien Hsu, Yi-Siou Jheng, Sk Md Mizanur Rahman, and Raylin Tso∗

Figure 4. Zhang’s Protocol
4. Partyi first chooses a random parameter gi to compute the key element Ki = (pj d +
Yj )(si c + ri ) + 2dgi . Then inputs Ki , wj into Extr() function to get the key ski =
H(i, j, Xi , Yj , wj , σi ) = H(i, j, Xi , Yj , wj , σj ) = skj to complete the authenticated key
exchange of both parties.
3.5. Authenticated Key Exchange from Ideal Lattices. In order to improved Ding’s
method, Zhang et al.[10] proposed a new lattice-based key exchange with authentication
mechanism in 2015. Their protocol refers to the parameters extraction method proposed
by the Ding and used participant’s public/private key to accomplish implicit authentication. The implicit authentication refers to the achievement of authentication without the
assistance with encryption or certificates. The security of Zhang’s protocol is also based
on LWE problem like Ding and added the authentication mechanism, so it not only can
resistant to attack by quantum computer, but also resistant to passive and active attack.
However, we think the clients of client-server model do not need to keep his/her own
public/private key pair. They just use the shared password to execute the mutual authentication with Servers, this method can reduce the additional burden on management
of key pair for client.
4. Proposed Password-based Authenticated Key Exchange from Lattices. In
this section, we will introduce our scheme, which can be divided into the system parameters setting phase, protocol execution phase and the parameters correctness.
4.1. Architecture. We propose a password-based authenticated key exchange from lattices for Client-Server model. The client only has to remember the password shared with
the server, and the server records the password in addition to its own public/private key
pair. They just use the shared password to execute the mutual authentication and accomplish the key exchange within two steps. Our security is based on LWE from lattice
and perform the explicit authentication with server’s public key, so it can resist attacks
from quantum computers.
4.1.1. System Parameters Setting.
• n is a power number of 2.
• q is a prime number greater than 8, and satisfy q mod 2n = 1.
• Rq is a polynomial ring with modular q and Rq = Zq [x]/(xn + 1).
• χ is the Gaussian discrete distribution over Rq .
• γ is the standard deviation of χ.
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pw is the password shared by Client/Server.
g is the public parameters shared by both parties.
(Pubkeys , PriKeys )are the public/private key pair of the Server.
IDC , IDS are the identity information of the Client and the Server.
Tcur is current time.
TS is timestamp.

4.1.2. Protocol Execution.
Step 1: The client randomly selects secret parameters including fC , α and Nonce
from the Gaussian distribution χ, then compute the authentication parameter X =
gα + 2fC . After that, it employs pkS to make AuthC = Epks [H(X | IDC | pw | Nonce |
TS1 ), Nonce] . Then sends AuthC , IDC , X and TS1 together to the server.
Step 2.1: The 2.1 to 2.3 is done by the server. After receiving AuthC , the server
firstly compares the timestamp TS1 with current time Tcur , if the time gap is more
than limit ∆T, then the server rejects this request. After that , the sever employ
its own private key sks for decryption to verify the hash value and get Nonce. After
passing the verification, the server shall randomly selects secret parameters β and fS
to compute the authentication parameter Y = gβ + 2fS .
Step 2.2: The server shall employ the received X, β and the random number rs to
compute KS = Xβ + 2rs . Then, the server inputs KS to get wS = Sig(KS ) and in
addition computes the key element ρS = Extr(KS , wS ). Finally, the shared key is
skS = H(IDC | IDS | X|Y | ws | Nonce | ρS ).
Step 2.3: The sever generates
AuthS = H(Y | IDS | pw | wS | Nonce + 1 | TS2 ) and then sends it together with IDS ,
Y, wS and TS2 back to the client.
Setp 3: After receiving AuthS , the client firstly compares the timestamp Ts2 with
current time Tcur , if the time gap is more than limit ∆T, then the client rejects this
request. After that, the client verifies the AuthS , if the verification is successful, the
client shall select a random number rC to compute KC = Yα + 2rC , then uses KC ,
wS to get the key element ρC = Extr(KC , wS ). In the end, they could get the key
skC = H(IDC | IDS | X—Y | ws | Nonce | ρC ) = skS to complete the authenticated
key exchange of both parties.
4.1.3. Password Update. If the client wants to update the shared password, he/she can
use the established session key to encrypt the new password then send to server. After
receiving the encrypted message, the server uses shared session key for decryption to
obtain the new password and record it, then both parties complete the update of password
and need to revoke the current session key.
4.2. Correctness. Our protocol refers to the parameters extraction method proposed by
the Ding et al. [1] to establish the shared secrete session key. This will be achieved via
two functions including Sig and Extr. The text below will introduce the frameworks of
Sig and Extr in detail.
4.2.1. Signal Functions. Suppose q ia a prime number greater than 2, Zq = {− q−1
, · · · , q−1
},
2
2
q
q
E = {−b 4 c, · · · , b 4 c}, then the Signal Function Sig(x) shall be defined as below:
Sig(x) =

n

0, x ∈ E
1, otherwise.
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Figure 5. Our Scheme

Figure 6. Password Update Phase
4.2.2. Robust Extractors. Suppose q is an odd number greater than 8, then the function
Extr() shall be defined as below:
q−1
Extr(x, σ) = (x + σ ·
mod q) mod 2, where σ = Sig(x)
2
Given two number x, y ∈ Zq , x − y = 2 and | 2 |≤ 4q − 2, then the following equations
shall be satisfied:
Extr(x, σ) = (x + σ · q−1
mod q) mod 2
2
, where σ = Sig(y)
+ 2 mod q) mod 2
= (y + σ · q−1
2
= (y + σ · q−1
mod q) + 2 mod 2
2
q−1
= (y + σ · 2
mod q) mod 2
= Extr(y, σ)
Now, we will proof two facts:
1. Why two similar values with error tolerance 2 ≤ 4q − 2 can trun into a same value.
2. How to select parameters to satisfies the error tolerance.
Proof of the fact 1:[1]
First, we need to limit | y + σ · q−1
mod q + 2 |≤ 2q − 1, it means y pluses 2 is still in the
2
Zq . Second, it can follow the Sig definition to see that | y+σ· 2q mod q |≤ 4q +1. According

PAKE from Lattice for C/S Model

to the above two inequalities to deduce | y + σ · q−1
mod q + 2 |≤
2
q
so we can proof 2 ≤ 4 − 2.
Lemma 1.[2]
√
For any s ≥ ω log n, we have
√
P r [||x|| > s n] ≤ 2−n

13
q
4

+ 1+ | 2 |≤

q
2

− 1,

x←DZn ,s

Proof of the fact 2:
This proof is to show the correctness of the proposed scheme. Firstly, the key parameters
KC , KS of our scheme can be expanded as follows:
KC = Yα + 2rC = (gβ + 2fS )α + 2rC = gαβ = 2(αfS + rC )
Ks = Xβ + 2rS = (gα + 2fC )β + 2rS = gαβ = 2(βfC + rS )
Then we can see the error tolerance of KC , KS is:
KC = KS + 2(αfS + rC − βfC − rS )
Where the parameters α, β, f, r are selected from the distribution χγ , so we can obtain
the following inequality from Lemma 1:
q
||2(αfS + rC − βfC − rS )|| ≤ 8nγ 2 < − 2
4
4
by selecting the parameters n = λ, q = λ , γ = λ, it will satisfy the above inequality.
5. Security Analysis. In this section, we refer to the password authenticated key exchange security model proposed by Xun et al[3], Bellare et al.[5] and Katz et al.[4] to
analysis the security of our scheme. We first define some oracle which can be used by
adversary to attack the communication, and then we can analysis whether vulnerabilities
exist in our scheme. Next, we define the advantage of the adversary. Finally, we set up
several different experiments to simulate and prove the security of our scheme.
The password of each session and the public/private key pairs of each server are independent and randomly generated in our scheme. Without lose the generality, we only proof
for the communication between one user and a server. Ci and Si are referred to the client
and server in the i-th communication, that is, C and S are in state i.
5.1. Oracle Definition. Suppose that there is an adversary A can control all communication channels of the protocol and query following oracles:
Send(U i , M ): Adversary can send the specified message to U, and intercept the
message return message returned from U. (U can be client or server.)
Execute(C i , S i ): Adversary can let the user execute the i-th communication with
server, then he can intercept the message from it.
Corrupt(C): Adversary can get the previous password from client
Corrupt(S): Adversary can get the private key from Server, it is equivalent to get
the previous password from server.
Reveal(U i ) : Adversary can get the session key from any side of communication
parties.
Test(U i ): Adversary can test the security of U by this oracle’s output b, b is a
random bit 0 or 1. If b = 0, the adversary gets the session key sk, and if b = 1 the
adversary gets a random session key sk’.
5.2. Advantage of the Adversary. We can use Test(U i ) output b to determine whether
the adversary successfully attacks the i-th protocol, but U’s state must be fresh, it means
U will not be queried by certain specific oracle. So, we need to define the fresh state
before experiments.
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5.2.1. Fresh Definition. We define the state is fresh if two following conditions hold:
1. The adversary never queried Reveal(C) or Reveal(S) to get the session key.
2. The adversary never queried Reveal Corrupt(C) or Corrupt(S) to get the password
from client or the private key from sever.
5.2.2. Succ Definition. In this section, we define the successful attack state of the adversary. Suppose that there is an adversary who tries to attack the protocol, it wins if all
following rules are satisfied:
1. The adversary only queried Test(U i ) once time in protocol.
2. When adversary queried Test(U i ), the i-th protocol was done and the session key
has been generated.
3. U is fresh.
4. The adversary queried Test(U i ) output b’ = b, it means adversary get the right
session key.
If all rules above are satisfied, it is defined as Succ, and the success probability is
described as PrpA [Succ].
5.2.3. Experiment Definition. We analyse the security of our protocol by providing oracle
accesses to the adversary in the different experiment. In the following, we define several
experiments to discuss, each experiment will follow the setting of the previous experiment
and make some changes.
In each experiment, the advantage of the adversary can be expressed as AdvAp (k) =
p
p
2P rA
[Succ]-1. In general, the probability P rA
[Succ] equivalent to throwing a coin is 21 ,
it means no leakage any secret message in the communication and the key exchange is
safe.
Experiment P0 : we define the real execution of the protocol as experiment P0 . The
adversary can use any oracle to query our protocol.
Experiment P1 : In experiment P1 , an oracle generated message msgC = (IDC , X, AuthC )
or msgS = (IDS , Y, AuthS ) and the hash function needs to satisfy the following two properties:
1. The message msgC or msgS aren’t repeated. This is when ı 6= j, msgiC 6= msgjC and
msgiS 6= msgjS .
2. The hash function doesn’t occur collision, it means that is a cryptographically
collision-resistant hash function.
In P0 , there are no such properties but there is still very small chance that the message
will be repeated and the collision of the hash function occurs. The parameters contained
in msg were generated by X = gα + 2fC , Y = gβ + 2fS where α, β, f are randomly selected
in χ, so the probability of repeated message is also close to 0, and the probability of a
collision in the general hash function is also close to 0. So the adversary can’t determine
P1
the difference between P0 and P1 , then the advantage |AdvPA0 (k) − AdvA
(k)| is negligible.
Experiment P2 : In experiment P2 , the adversary A queried oracle Execute(Ci , Si ) to
get the parameter KS = Xβ + 2rS is replaced with a random value KS0 from Rq . If KS
is an LWE sample, then what A obtains exactly the same as in P1 ; if KS is uniformly
random in Rq , then what A obtains exactly the same as in P2 . This implies that if A
can distinguish P1 and P2 , then he can also solve the decision LWE. So we can define the
advantage |AdvPA1 (k) − AdvPA2 (k)| between P1 and P2 is negligible. Therefore, since KS’ is
a random value, the ρS’ =Extr(KS’ , wS’ ) is also randomly. The session key sk’ is generated
by wrong ρS’ , that is, the generation of sk is not related to the correct KS .
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Claim: If the adversary A queried oracle Corrupt(U i ) to get the previous password
pwi−1 , according to the above proof we can see the session key generation and password
are independent, so the adversary is unable to obtain the current session key ski as well
as to obtain the new password pwi+1 during the password update phase. In conclusion,
the oracle Corrput(U i ) gives no advantage to the adversary.
Experiment P3 : In experiment P3 , the adversary A queried oracle Execute(Ci , Si ) to
get the session key skC = H(IDC | IDS |X|Y| wS —Nonce—ρC ) =H(IDC | IDS |X|Y|wS |Nonce|ρS )
= skS , among the Nonce value is replaced by a random value Nonce’. If A can distinguish sk and sk’ by msgC = (IDC |X|Epks [H(X| IDC |pw|Nonce),Nonce]), it means
he can break the semantic security of cryptosystem. So, we can define the advantage
|AdvAP2 (k) − AdvAP3 (k)| between P2 and P3 is negligible.
Experiment P4 : In experiment P4 , we redefine the successful attack state of the
adversary. We first define the message type which is from adversary.
1. Oracle generated: A message is called oracle generated if ti was answered by oracles
and it is generated in accordance with the specification of protocol.
2. Adversary generated: A message is called adversary generated if it was randomly
selected by the adversary.
The experiment P4 is only redefined for the (2).
Then we divide the Send1 (S, msgC ), Send2 (C, msgS ) oracles according to the two transmissions in the protocol. If msgC is adversary generated and it passed the authentication,
then it si said to be valid and it means he has the correct password; if msgS is adversary
generated and pass the authentication, then it said to be valid. Both of these can be
considered successful attacks, on the contrary, it is necessary to refer to the definition in
P3 to determine whether the attack is successful. We can see the advantage in P4 is more
than in P3 , this means |AdvAP3 (k) ≤ AdvAP4 (K)|.
Experiment P5 : in experiment P5 , it continued the definition of a successful attack from P4 . The adversary A queried oracle Send1 (S, msgC ) to get the msgC =
(IDC |X|Epks [H(X|IDC |pw|Nonce),Nonce]), among the password pw is replaced with a
random value pw’. If the cryptosystem which we use can satisfy the semantic security, then
the adversary can’t reveal the correct pw from AuthC = Epks [H(X|IDC |pw|Nonce|TS1 ), Nonce].
So we can define the advantage |AdvAP4 (k) − AdvAP5 (k)| between P4 and P5 is negligible.
Experiment P6 : In experiment P6 , the adversary A queried oracle Execute(Ci , Si ) to
get the authentication message AuthS = H(Y|IDS |pw|wS |Nonce+1|), among the password
pw is replace with a random value pw”. If the crypto system which we use can satisfy the
semantic security, then the adversary can’t reveal the correct session key sk from AuthS
and msgC = (IDC |X|Epks [H(X|IDC |pw|Nonce),Nonce]). So we can define the advantage
|AdvAP5 (k) − AdvAP6 (k)| between P4 and P5 is negligible.
Now we can know the relationship of adversary’s advantage from P0 to P6 is |AdvAPi (k) ≤
AdvAP6 (k)|, where i = 0, · · · , 5. It means if the advantage in last experiment P6 is negligible, then the advantage in all previous experiment is negligible too. Finally, we will
prove that AdvAP6 (k) is negligible threat to the security of our protocol. From the above
6
proof, we can know the probability of successful attack in P6 is P rA
[Succ] = 21 , it means
even if the adversary use the oracle to query the secret parameter in our protocol, he
can only achieve the same probability with the random guess. Therefore, we can define
6
the advantage of adversary in last experiment P6 is AdvAP6 = 2prA
[Succ] − 1 = 0, this
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means our protocol didn’t disclose any confidential information to the adversary in the
communication and it is saft.
5.3. NTRU. The cryptssytem used in our protocol is NTRU public key cryptosystem,
which is designated as standard IEEE P1263.1 in 2008[6]. Stehl é et al.[7] proposed a
modified version of NTRU in 2011, theri protocol replaced the SVP of original security
basis to the LWE and modify the key generation. In original NTUR, the private key
consists of two polynomial functions with degree less than n and coefficients in {0, 1, −1},
and the public key is theri quotient. Stehlé believes that the key is limited to a small range
so that it can’t achieve the randomness. To achieve the public/private key pair distribution
statistically close to uninform, they sample the private key polynomials according to
discrete Gaussian with standard deviation in LWE. Thus, it can provide the higher secure
level than original NTRU.
5.4. Comparison with Related Works. In this subsection, we will compare our scheme
with other related works in different items, these papers [3, 1, 10] are the main reference
in our scheme, the paper[9] is also a lattice based PAKE, and the paper[8] is a secure
PAKE based on discrete logarithm problem in number theory, so we refer to these papers
as a comparison object. We have defined several comparison items including:
1. Security based on which hard problem.
2. Authentication.
3. The number of communcications.
4. Public/private key pair.
Table 1. Comparison with Related Works
JPAKE[8]
Discrete
Logarithm
Implicit

Hardness
Problem
Authentication
Commun- 4
ication
(Pass)
Public/
None
private key
pair

Xun[3]

Katz[9]

Ding[1]

Discrete
Logarithm
Explicit

LWE

LWE

Zhang[10] Our
Scheme
LWE
LWE

Explicit

None

Implicit

Explicit

2

3

2

2

2

Server only Both
ties

par- None

both
ties

par- Server only

6. Conclusion. In this paper, we proposed a PAKE scheme in the client/server model.
The new scheme is a lattice based PAKE so it is more secure than scheme which were
proved secure based on discrete logarithm problem or factoring problem in number theory.
Our scheme is different from previous agreements that users keep their own public/private
key pairs, but the only secret in our scheme is registered for authentication is user’s
password. This method can reduce the burden on key management for the client side.
Importantly, it is secure against the adversaries who contains quantum computes and
others powerful computers. And, it could be finished within just two steps. This is
exactly a safe and effective password based authenticated key exchange agreement and
we believe the new scheme can be beneficial to the real world.
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